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Less risks
Prepared for the future
00
00 )
Maven

Partners encourage - Long Term Support (LTS) versions
support and care of - First hand updates on the projects
Apache Maven - Consulting by experts
- Prioritised issues
. Workshops - Security Fixes
100% of the money is - Bugfixes
used for Maven in a - Documentations

transparent way e

Di
% Blljendesregierung Sovereign G

TechFund

Payment of project
committers for
working on Apache
Maven

Funding for a Open=lements
sustainable

development of
Apache Maven

Sovereign Tech Fund
Is a program of the

German government A transparent part

of the money is used
for organisation and
mManagement

Becoming
a Sustalinable Program



. Around 70% of a software product lies beyond
direct control of the maintainer

. Developers frequently lack visibility into
dependency origins and maintainers

. Many critical software components are
maintained by a single developer in their
free time — far more common than expected.

‘Beware of little expenses

Risk of Software S
Development Today
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Development
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—Software

spring-boot-starter-data-web

Basis:
Spring Initializr:

spring-boot-starter-data-jdbc

Postgresq|

spring-boot-hello-world

spring-boot-starter-test

h2
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b tomcat-embed-core

I

b tomcat-embed-websocket

h spring-boot-starter-tomcat

b jackson-datatype-jsr310

l

b jackson-databind b jackson-annotations

_ I l I h spring-boot-starter-json ih jackson-datatype-jdk8 .
s O Wa e | B

L (b jackson-module-parameter-names

], (b jakarta.annotation-api

b micrometer-commons

b micrometer-observation .

b snakeyaml

b spring-boot-autoconfigure

— (b spring-boot-starter-web b spring-boot-starter-logging ——P——a———* (b log4j-to-slf4; b log4j-api

M b spring-boot

[ spring-expression

I

h spring-context '
|

,Simple Project”
made with Spring Initializr:

b spring-aop

Upe,

ih opentest4j «———

b jul-to-slf4j

—

— b spring-boot-starter-data-jdbc —
|
NN , b spring-data-jdbc
m demo — —————— -
——— (b spring-test
b json-path
b assertj-core J O

i json-smart

M (b spring-boot-starter-test ——< b junit-jupite

b mockito-core

> b logback-core

[(h accessors-smart

spring-boot-hello-world il

b junit-jupiter-api
M———————— (b junit-jupiter — [

orm-commons

b awaitility

l h android-json
b hamcrest

(b junit-jupiter-params

b jsonassert

N—————— (b jakarta.xml.bind-api b jakarta.activation-api ilh apiguardian-api «~———

(b xmlunit-core

~——— (b postgresql b checker-qual
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—Supply Chain

Sourcecode Build Package/Distribution
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—Dependency Supply Chain
64 &4 4 & 4 a

Dependencies—

onnect With Me On Linkedin | /sebastiantiemann



(J-Open=lements

—Supply Chain Security Threats

Sourcecode Build Package/Distribution
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—Supply Chain Security Threats

Sourcecode Build Package/Distribution
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Supply Chain
Attacks
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—Supply Chain Attacks

-l

# of Attacks by Year Quelle: comparitech.com
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19.08.2025, 12:39
https://www.comparitech.com/software-supply-chain-attacks/
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—Supply Chain Attacks

Supplier Attacks-Target

What Was Attacked?
B Configurations

W Data

B Hardware
I Open-source Code
B People
Processes
B Proprietary Code

Unknown

Customer Attacks-Target

What Was Attacked?

B Bandwidth

I Business Data

B Financial

" People

B Personal Data
Processes

B Software
Unknown

Supplier Attacks-Type

Customer Attacks-Type

How Was the Supplier Attacked?

B Brute-Force Attack

I Exploiting Configuration Vulnerability

B Exploiting Software Vulnerability

I Malware Infection

B Open-Source Intelligence (OSINT)
Physical Attack or Modification

B Social Engineering
Unknown

How Was the Customer Attacked?

B Counterfeiting

" Drive-by Compromise

B Malware Infection

" Phishing

B Physical Attack or Modification
Trusted Relationship

B Unknown

Quelle: comparitech.com
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(How)
Can Open-
Source help?
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e Nttps://www.comparitech.com/software-supply-chain-attacks/

e https://www.gao.gov/blog/solarwinds-cyberattack-demands-significant-federal-and-private-
sector-response-infographic

e Nttps://theintercept.com/document/strawhorse-attacking-macos-ios-software-development-kit/

e Nttps:// www.cyberark.com/resources/blog/breaking-down-the-codecov-attack-finding-a-
malicious-needle-in-a-code-haystack

e Nttps://github.com/nrwl/nx/security/advisories/GHSA-cxm3-wv /p-5938c

e https://socket.dev/blog/npm-is-package-hijacked-in-expanding-supply-chain-attack

e Nttps://arstechnica.com/security/2025/0//open-source-repositories-are-seeing-a-rash-of-
supply-chain-attacks/

e https://securelist.com/operation-shadowhammer-a-high-profile-supply-chain-attack/20380/
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https://www.comparitech.com/software-supply-chain-attacks/
https://www.gao.gov/blog/solarwinds-cyberattack-demands-significant-federal-and-private-sector-response-infographic
https://www.gao.gov/blog/solarwinds-cyberattack-demands-significant-federal-and-private-sector-response-infographic
https://theintercept.com/document/strawhorse-attacking-macos-ios-software-development-kit/
https://www.cyberark.com/resources/blog/breaking-down-the-codecov-attack-finding-a-malicious-needle-in-a-code-haystack
https://www.cyberark.com/resources/blog/breaking-down-the-codecov-attack-finding-a-malicious-needle-in-a-code-haystack
https://github.com/nrwl/nx/security/advisories/GHSA-cxm3-wv7p-598c
https://socket.dev/blog/npm-is-package-hijacked-in-expanding-supply-chain-attack
https://arstechnica.com/security/2025/07/open-source-repositories-are-seeing-a-rash-of-supply-chain-attacks/
https://arstechnica.com/security/2025/07/open-source-repositories-are-seeing-a-rash-of-supply-chain-attacks/
https://securelist.com/operation-shadowhammer-a-high-profile-supply-chain-attack/90380/

