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[web-store] Shopist checkouts have a high number of fai...

Status Urgency  Triggered Respondes Service Tags

TRIGGERED WIGH May 15,438 am @ Scott Gerring @ web-store 5 tags

NEXT STEPS

Acknowledge " Resolve 1 Dedare Incident

Description

@slack-Datadog_Incldents-shopist-ops @oncall-gs-oncall @scott.gerring@datadoghg.com
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Traces i‘ web-store ~ POST 500 trace id 4272035252320708923

#® % O st ims POST  Atveckout v2 RNt L DN O VR (0 01 2200 2k agu

Trace: Hame Graph Worerfall Span sz & Map

O Tilhew sprine by unvy aetebaite Enor. Color by  Serwca = k

10 s 1S 4 & ms 25 e b !s.m i 5 s 5% 1 -

‘aperunnn - {"epemation T nperatian’ « > getM

@ webstore rackrequest @ POSTS00 gt DS 100% o

Span:  Owrviow Erors ¢ InTrastructure Mutrics logs 1 Netwark Progessas Prafies Dy Aggent

v @ webstore - POST 500
This lmaue 1s 15 days old [ygafd-458853) « Last seen 10 houes g0 Jectd) 3000gh- SE8548) View i En

[ erecy [
ArgumentErrar: aday oot of range
> 1ibversion helpar (551 a0 ute' | aday out of range (ArgusentErear) -
¥ from Lib/version_helper.ch:51iin “get_twice_daily version’

> from controllers/application oontroller, rbi115:2n ‘ndd version tag'

Show T8 third pacty frames



I 37 Open v 1,986 Closed

C] Author ~ Label ~ Projects = Milestones ~ Reviews - Assignee ~ Sort ~

1 ¥+ Fix that pesky runtime issue v
#1965 by Fred Developer was merged on Aug 23, 2024 - Approved ) Z of 4 tasks




Back to Basics:

Crafting Quality Software
in the Age Of Complexity

Scott Gerring, Datadog






The Cloud




GenAl

/// A simple function to generate a random axis (0, 1, or 2)
/// We'd normally use a proper random number generator,
/// but for simplicity we'll just use a deterministic pattern
fn rand axis() => usize {

static mut COUNTER: usize = 0;

unsafe {
COUNTER = (COUNTER + 1) % 3;
COUNTER




“The earlier you catch
defects, the cheaper they are
to fix”

David Farley, on not shooting yourself in
the foot in production






Quality ... you know what it is, yet you don't
know what it 1s.

* Robert Pirsig
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We've just started our new project, and
based on “fun experiences” in previous
ones, we want to get off on the right foot
with code style and basic sanity checking.



Linting &
Style Checks | . . ™ <«
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Common Tools

Java - Spotbugs / Checkstyle, Error Prone
.net - Roslyn Analyzers, StyleCop

Python - pylint / flake8

Rust - clippy / rustfmt



Demo!



Linting Recommendations

Do:

« Use Error Prone or SpotBugs
- Embrace Spotless
- Everything checked in CI and trivial to run locally

Don't:

« Go too mad with the code style; embrace what can be automated



“Jane 1n security keeps telling me to fix the
log4shells’. We've not touched the codebase
in years, and I have no idea what she’s
talking about anyway".






Fiters -

Q) ls:0pen 500 suthorapp/dependatot

ﬂ Clear current search query, filters, and sorts

]

11 200pen .~ 1B Closed Asthor =
1% Bump typescript from 5.6.3 10 5.7.3 * liaiasd N0-pr-activity
£38 coondd an Feb 7 oy depecdabot  bot
[T Bump @iconity-json/mdi from 1.2.110 1.2.3 * e
#37 opened on Fob 1 by dependatot Lok
Il Bump astro-expressive-code from 0.37.110 0.40.1 * Qi asd No-Dr-activity

A58 cponed ar Veb T Oy depancabot  bat

1Y Bump @astrojs/tailwind from 5.1.1 t0 6,0.0 na-pr-activity
A35 ppwewed an Teb 1 by cepuntubet bot

I Bump prettier-plugin-tailwindcss from 0.6.8 to 0.6.11 * no-gr-activity

#£34 cponod an Fab ! by dapancabat  bat

I Bump @astrojsfrss from 4.0.7 to 4.0.11 * Ll

N33 cponed an Feb by depondabor  bol

[T Bump @tailwindcss/typography from 0.5.15 t0 0.5.16 * it

#32 operad an Fob 1 by ceponaobor kot

NO-pr-acthity

I Bump satori from 011,210 0.12.1 ¥ n0-pr-activity

#3531 ppered un Feh 1 by dependabot  bet
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Give feedback 3 ~

Dependabot alerts

Dependency files checked 2 minutes ago

Q is:open
(1 ® 190pen + 0Closed Package ~ Ecosystem ~ Manifest = Saventy = Sort ~

. [U Misuse of ServerConfig.PublicKeyCallback may cause authorization bypass in golang.org/x/crypto ( Critical |

#1 opaned 2 minutes ago « Detected in golang.org/xjorypto (Go) « apps/pass-apilgo.mod

. [0 Borsh serialization of HashMap is non-canonical ( High )
710 openad 2 menutes agao « Detacted in hashbrown [Rust) « apps/pass-image-ap/Cargo.lock

1 () golang.org/x/crypto Vulnerable to Denial of Service (DoS) via Slow or Incomplete Key Exchange ( High )

3 opaned 2 minutes ago - Detected in golang.orafx/erypto (Ga) - apps/pass-apljeo.mod

T (D ring has some AES functions that may panic when overflow checking is enabled in ( Modarate |

#14 opened 2 minutas ago « Detected in ring (Rust) « apps/pass-image-api/Cargo.lock

'~ (U Some AES functions may panic when overflow checking is enabled in ring [ Moderate |

#12 opened 2 minutes ago » Detected in ring [Rust) - apps/pass-image-apifCargo.jock

' @ ‘“idna’ accepts Punycode labels that do not produce any non-ASCIl when decoded | Moderate |
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Software Composition
Analysis Recommendations

«  You're going to want to do this ...
- ... and GitHub's default tooling is a great low effort way to
start



‘I want to make sure that Joe the Intern is
automatically prevented from passing
unescaped user input to raw SQL queries ”






CodeQL — Query your codebase



Choose a workflow

Buidd, teat, and deploy your code. Make code reviews, branch management, and issue triaging wark the way you want. Sefact a warkflow to gat started.

Skip thiz and set up a workfow yoursell -

Categories
Daployment

Continuous imegratan
Automation

Pagos

(). code scanning

Found 78 workflows

CodeQL Analysis 0

by Gitbluby

Socurity snwyen ruom Gitsul for €, Cee
C#, Go, Java, JavaSoripe, TypaScrpt,
Pythan, Raby, Kotin and Swifl gevalooan

Configure Code scamning @
Codacy Security Scan /%)
Wy Cocdacy -

Free, out-of-the-tox, sacurty sealyus
Providged Dy MU cpen soce slatic
sy Loak

Configure Coda scamning @

EthicalChock ®

Fortify Scan -
By OponText
Integrates Fortily's compreharsive state

cage analyals {SAST) for 33: anpusges
a1 yaur DevSeclpa wuckllaws

Conhgure Code scanning @
APlsec Scan @
By APissc

APlnec provides the mdaniry®s only
autcesated and continuous AR testing
platforne that urcormrs secutity
vuinerabilities anc logc Naws in AP

Confligure Code wanning @

Mayhem for AP1 o

Soyk Security .
Iy Smye

Detact vanerabiities acrons you
applications and indraatructurs with 1he
Sryk plattans

Canbgure Code szaoring @

DevSkim ®
Py Microroft CST-E

Davikim m n vocurity Iminr that bighlights
COMIMGN SRcunty iSsues in Soce code.

Configurs Codu scanring @

NeuraLegion



module LiteralToURLConTig implements DataFlow::ConfiagSig {
predicate isSource(DataFlow::
Node source) {
source.askxpr() instanceof StringLiteral

}

predicate isSink(DataFlow::
Node sink) {
/* check 1f this 15 used to construct a URL */
}
}

module LiteralToURLFlow = DataFlow::Global
<LiteralToURLConfig>;

from DataFlow::

Node src, DataFlow::Node sink

where LiteralToURLFlow::flow(src, sink)

setect src¢,
ST 'y 510k,




Semgrep — query your codebase, but easier
this time

rules:
- id: pii-logger
pattern: Iogger.info($DATA);

message: |
severity: WARNING
languages: [javal




What - another demo?



SAST, CodeQL, and friends
Recommendations

« SAST
You're going to want to do this
Lean into what you already have available
* Code Querying
Is a fun past-time and lets you start to build a metal
model of your code



“T want to formalise my model of the
architecture of my service to keep it on the
rails over time”
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Arch Rules like ...

« Layering - Things named .*Resource shouldn't import things
from javax.persistence

- Containment - Classes named .*DTO should reside in packages
named “.dtoS”

- Consistency - Classes implementing IThingDoer should be
named .*ThingDoer

« Cycle Checks - Slices in my application should be free of cycles



@lTest
vold sticker_domain_should not_import_award_domain() {
ArchRule rule = noClasses()
.that()
.resideInAPackage(
.should()
.dependOnClassesThat( )
.residelnAPackage(
.because( "domain: 10

rule.check(classes);




Demos never end



Architecture Testing:
Recommendations

* Check it out!






Observability



Observability Is:

* Logs
Traces
Metrics







n sticker-award - users.userRegistered.vl ~ trace_|d 68ada754000000004fe0aacha3ccd053 Open Full Page [7 X

(D) 107ms | Aug 26.14:23:48 377 (20N sg0)

Trace: Flame Graph Wazerfall Span List & Mag

e
Q& Filter spans by any atribute Color by Service
#HE o s ms 100
¥ 7 (D stker-award users,userfiegistered.v] |
¥ 11l stickercatalogue hop request w0 | 17w
v 230 sticker-cotologue GET faplistickers/ivl Astickerld} 200 | BB 253
v 4E scker<atalogue Stickerfesource. getStickerMetadans B oo

l
51 sticker_catalogue select 51_O.sticker_id, st _Ocreated 3t | | sosus

&7 sticker-award-db SELECT count { *) FROM assignments WHERE u_ | 2695
3 stcker-awand-db INSERT INTO assignments | wser_id, sucker i, . | | 70440

'3, stickers.stickerassignedtousacy? Frocuce Topic arickers.sricear. || 102

stid(or-awad process_users.userRegistered,v] users.userRegistored.vl ! () 107ms  10M%htotalexectime (V)

Span:  Overview Infrastructure Matrics Llogs & Notwark Processes SQL Queries 2 Profiles

SORTBY Duration « C) Show only gueries with errors
> Q sticker-award-db (1) 706ps  Aug 26, 2025 a8 2:23:48.281 pm View Query in APM —

IKRSERT INTO assignments ( user_id, sticker_id, assigned_at, removed_at, reason. created_at, updeted_at ) VALUES ( 7 ) RETURNING 1d (N}



@ passsummary-apl © GET /pass-summary © trace_|d 68abfb16000000001985485efbadeddd Open Full Page [ X
P (D 1.61ms GET  http/ipass-summasy-api:80.. JECSRNGSUTISITERSELTE  Auy 25 07:5630,552 (24 ago)

Trace: Flame Graph Wazerfall Span list & Mag

e— - —
Q Filer spans by any atribute Erers @) Color by Service «
He o S0Cus 1me 13 me
v 5[} GEY jpass-summary soc | | 1 01
v 4 PassSummanessurce pessSummany 0 T 1 o7
V3T PassAoServicet SCOTWrapper ClentProny all L] A wa7us
V2T PassApISandoeSSCOIrappenall 1] N 02043
v 1 PassApiSenices SQuarkusRestChentincartace. all 0 A 521y
11 netycannect [ 1] B 59604
@ passsummary-api netty.connect @ netty.connect @ soeus  3emmtolemcome ()
| ——
~ Error Message ©

10.netty.channel.AbstractChannelSAnnotatedConnectException: Connection refused: pass-api/172.20.83.36: 5086

5% View stadk trace

|

l

l

|

|

!

' Qverviow Errors & Infrastructure Metrics Log: ‘0 MNotwork Processas Profiles
i

!

i

i

l

: Pinned Span Attributes & “o plooed tags found ©



Tracing - Getting
Started

 Auto- vs. manual- instrumentation
« Explicit vs implicit collection



LR R Dafoult

e A LGSR T A AT ava —Javaagent:, /dd-java-agent.jar -jar ./target/quarkus-app/quarkus-run,.jai
Java HotSpot(TM) 64-Bit Server VN warning: Sharing is only supported for boot loader classes becsuse bootst
rap classpath has been appended

[dd.trace 2025-08-27 14:49:47:760 +0208)] [dd-task-scheduler]| INFO datadog.trace.agent.core.Statuslogger - D
ATADOG TRACER CONFIGURATION ("version":™1.52.1-6b6db17418","os_name:"Mac 05 X" ,"os_version":"15.6","archit
ecture”:Maarched” ,"lang":"jva" . "lang_version":"23",."jvm_vendor":"Oracle Corporation","jve_version"i"23+37-2
369" ,"java_class_version":"67.0" ,"http_nonProxyHosts" :"local}+.local|169,254/16|+.169,254/16" ,"http_proxyHo
st "null™  Monabled" rtrue ,"service": "quarkus-run" ,"agent_url":"http://localhost:8126" "agent_error":false,"
debug":false, "trace_propagation_style_extract”:["datadog","tracecontext" "baggage" | ,"trace_propagation_styl
eo_inject":["datadog","tracecontext","baggage"],"analytics_enabled":false,"priority_sampling_enabled™:true,"
logs_correlation_enabled":true,"profiling enabled":false, "resote_config enabled”:true, "debugger enabled":fa
1se,"debugger_exception_enabled":false,"debugger_span_origin_enabled":false, "debugger_distributed_debugger_
enabled":false "appsec_enabled™:"ENABLED _INACTIVE","rasp_enabled"itrue,"telemetry _enabled":true,"telemetry
dependency_collection_enabled":true,'"telemetry_log_collection_enabled":true,"dd_version":"" ,"health_checks_
enabled":true,"configuration_file":"no config file present”™ ,"runtime_id":"eS5fdec82-62bc-418a-998c~229680T e
3fo" ,"logging_settings":{"levellnBrackets":false, "dateTimeFormat":" ' [dd.trace 'yyyy-NM-dd HN:mm:ss5:55S5 Z2']'
¥ "logFile":"System.err”,"configurationFile":"simplelogger.properties™ "showShortLogName™: false, "showDateTH
ne'itrue,"showloghame' 1 true,"jsonEnabled" : false, "showThreadName" (1 true,"defaultloglevel" : "INFO" , "warnLevelsSt
ring"™ t"WARN" ,"embodException™ifalse] ,"cws_enabled":false,"cws_tls_rofresh” 15800, "datadog _profiler_onabled":
false,"datadog _profiler_safe"itrue, "datadog_profiler_enabled_overridden":false, "data_streams_enabled'":false
)
R — e e WS Ny S T T ¥ it 2

e 17 A0 QN Y Bl NP AZSIN Uty 3 A G A B

o N GO0 R e S SO PSRRI Y SRS N T (S BT O
e Py Vi (e 5y | [ SN Y G0 N el ey e
20250827 14:49:48,003 WARN [lo.gqua.config] (muin) Unrecognized configuration key "quarkus.openapi|.genera
tor.input-base-dir" was provided; it will be 1ignored; verify that the dependency extension for this configu

Auto Instrumentation



import io.opentelemetry.api.GlobalOpenTelemetry;

import io.opentelemetry.api.trace.Span;

import io.opentelemetry.api.trace.Tracer;

umport ilo.opentelemetry.extension.annotations.SpanAttribute;
import io.opentelemetry.extension.annotations.WithSpan;

public class AwardService {
private static final Tracer tracer;

@vithSpan
public vold grantAward(@SpanAttribute( ) String userld) {
Span.current()
setAttribute(
.addEvent(

Manual Instrumentation




Collection

- Agent - implicitly pushes from outside app
« OTel SDK - explicitly pushes from within app



Tracing - Pragmatic
Advice

« Instrument using OpenTelemetry APIs
* Collect using provider instrumentation



Observability Is:

* Logs
« Traces
 Metrics

« Continuous Profiling?'l
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Continuous Profiling -
Pragmatic Advice

« Keep an eye on 1t! It'll be table stakes soon enough.



“ Great! I can avoid terrible things creeping
into my Java. But, I have another codebase
for the frontend. And 1ts written in ...
another language. Without types. Help?”



Incremental Typing

Less Easy, Pretty Great
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Typescript?



function addPrices(a, b) {
return a + b;

}

const total = addPrices(10, "5");
console.log(total); // "105" @




function addPrices(a: number, b: number): number {
return a + b;

}

const total = addPrices(10, "5");

// X Error:

// Argument of type 'string' is not

// assignable to parameter of type 'number'




// @ts-check

/**
*

* @param {number} a
* @param {number} b

* @returns {number}
x/
function add(a, b) {
return a + b;

F




Ok, so I did mention
Scala ...



interface Payment {}
class CreditCard implements Payment {}

class Paypal implements Payment {}
class DebitCard implements Payment {}

void process(Payment p) {
if (p instanceof CreditCard) /* process credit */ ;

else if (p instanceof Paypal) /* process paypal */ ;
else throw new IllegalArgumentException(); // Runtime party!




sealed trait Payment

case class CreditCard() extends Payment
case class Paypal() extends Payment
case class DebitCard() extends Payment

def process(p: Payment): Unit = p match

case CreditCard() => /* process credit */
case Paypal() => /* process PayPal */

/* If we don't add a case for DebitCard,
this will not compile ! */




opaque type Meter
opaque type Second =

object Meter:
def apply(m: Int): Meter =

object Second:
def apply(s: Int): Second = s

def speed(distance: Meter, time: Second): Double =
// X won't compile
// Dear programmer, what is your _intent_ ?
distance.toDouble / time




Incremental Typing
Recommendations

- Favour TypeScript over JavaScript =
« Consider whether Scala or Kotlin add any value
for your domain (they may well not!)



Crafting Quality Software

Quality has to be tended to over time

Good design 1s good ...

... automated guard-rails are essential!
Static|Dynamic analysis is here to help
Encode structural checks for what matters



That's 1t!

——


https://scottgerring.com

