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What does the Cloud offer?
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12 Factor App Methodology

THE TWELVE-FACTOR APP

INTRODUCTION

In the modern era, software is commonly delivered as a service: called wed apps, or softuare-as-a-service. The twelve-factor
app is a methodology for bullding software as-a service apps that:

» Use declarative formats for setup automatsan, to minimize time and cost for new developers joining the project;

Hiovvw 4 clean contract with the underlving operating system, offering maximum portability between execution
environments;

Are suitable for deployment on modern cloud platforms, obviating the need for servers and systems adminsstration;
Minimize divergence between development and production. enabiing comtinwous deployment for maximum agility;
And can scale up without sigraficant changes to tooling, architecture, or development practices.

The twelve-factor methodology can be applied to apps written in any programming language, and which use any
comshination of hacking services (datahase, quene, memary cache, etc).

BACKGROUND

The comtributors to this document have been directly involved in the development snd deployment of hundreds of apps, and
indirectly witnessed the development, operation, and scaling of hundreds of thousands of apps via our work an the Heroku
platform,

This document synthesizes all of our experience and observations on a wide varkety of software-as-a-service apps in the wild

It is a triangulation on ideal practices for app development, paying particular sttention to the dynamics of the onganic growth
of an app over time, the dynamics of collaboration between developers working on the app's codebase, and avaiding the cost
of saftware erosion,

Our motivation s 1o ralse awareness of some systemic prohlems we've seen in modern application development, to provide &
shared vocabulary for discussing those problems, and to offer a set of broad conceptual solutions to those problems with

accompanying terminology. The format is inspired by Martin Fowler’s books Patterns of Exterprise Application Architectare and h tt p S . // 1 2 fa Ct O r- n e t/

Refactoring



https://12factor.net/

The original 12 factors:

1. Codebase

2. Dependencies

3. Configuration

4. Backing Services
5. Build, release, run

6. Processes

7. Port Binding

8. Concurrency

9. Disposability

10. Dev/prod parity
11. Logs

12. Admin Processes



Revised 15 factors

8. Backing services

1. One Codebase, one application
. 9. Environment parity
2. APIfirst
10. Administrative processes
3. Dependency management
11. Port binding
4. Design, build, release, and run
12. Stateless processes
5. Configuration, credentials and code
13. Concurrency
6. Logs
14. Telemetry
7. Disposability

15. Authentication and authorization

https://www.oreilly.com/library/view/beyond-the-twelve-factor/9781492042631/ @gracejansen2?
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Revised 15 factors

8. Backing services

1. One Codebase, one application
. 9. Environment parity
2. API first
10. Administrative processes
3. Dependency management
11. Port binding
4. Design, build, release, and run
12. Stateless processes
5. Configuration, credentials and code
13. Concurrency
6. Logs
14. Telemetry
7. Disposability

15. Authentication and authorization

https://www.oreilly.com/library/view/beyond-the-twelve-factor/9781492042631/ @gracejansen2?
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1. One codebase, one application

Deploys

a Codebase
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1. One codebase, one application
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3. Dependency management

Makes use of...

»

Application Source
Code

2. Dependencies



3. Dependency management

Maven

ﬁ Gradle

Makes use of...

»

Application Source
Code

2. Dependencies



4. Design, build, release, run

Design Build Release Run

5. Build, release, run



4. Design, build, release, run

Design Build Release Run

5. Build, release, run



5. Configuration, credentials and code

Uses...
¢ Application

3. Configuration



5. Configuration, credentials and code

Uses...

Application

MICROPROFILE

https://openliberty.io/guides/microprofile-config.html

3. Configuration



https://openliberty.io/guides/microprofile-config.html

6. Logs
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https://openliberty.io/guides/microprofile-fallback.html

9. Disposability

Carl the Cat



https://openliberty.io/guides/microprofile-fallback.html

8. Backing Services

4. Backing Services




8. Backing Services

MICROPROFILE

4. Backing Services




9. Environmental parity

Development = = Production

10. Dev/Prod Parity
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& »-oocker

micro
Testcontainers

9. Environmental parity

Development = = Production

https://openliberty.io/guides/microshed-testing.html

10. Dev/Prod Parity



https://openliberty.io/guides/microshed-testing.html

10. Administrative processes

\g

kubernetes

https://openliberty.io/guides/kubernetes-intro.html

12. Admin Processes



https://openliberty.io/guides/kubernetes-intro.html

11. Port Binding

http://<a_dns>:3030 http://<another_dns>:4040 http://<som_other_dns>:5050

7. Port Binding




11. Port Binding MICROPROFILE

kubernetes

http://<a_dns>:3030 http://<another_dns>:4040 http://<som_other_dns>:5050

7. Port Binding




12. Stateless processes

Process A
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6. Processes
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https://openliberty.io/guides/rest-intro.html

6. Processes


https://openliberty.io/guides/rest-intro.html

13. Concurrency

Scale (running processes)

Workload diversity (process types)

8. Concurrency




13. Concurrency %

kubernetes

Scale (running processes)

Workload diversity (process types)

8. Concurrency
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2. API first
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https://openliberty.io/guides/microprofile-openapi.html

14. Telemetry

' | —_— Application \

Lyl




14. Telemetr '
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https://openliberty.io/guides/microprofile-metrics.html https://openliberty.io/guides/microprofile-health.html
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15. Authentication and authorization

Authorised \

User RBAC verification

[
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Application




15. Authentication and authorization
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https://openliberty.io/guides/microprofile-jwt.html

15-Factor App
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Public or Private Cloud C/\
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15-Factor App

2. API First

Public or Private Cloud

Services

(database,
registry, ...)
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15-Factor App

Services
(database.

£ S

@gracejansen2?/



A Cloud-native instantiation

-

dockerhub

Container
Services
(database,
registry, ...)

App

Container

Kubernetes
The lepository Public or Private Cloud C/\
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Interactive cloud-native labs

— Skills Network Labs
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Getting Started
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Terninal : war
traves ym

if a terminal window does nat open navigate:

CONTREUTING md

Check you are In the home/project folder: :
LICENSE

HEADML adeo

The fastest way to work through thes gukde 15 to clone the Git repositor

and use the projects that are provided Inside:

The finish directory In the root of this guide contains the finished

apphication. Give it a try before you proceed

To try out the application, first go to the finish directory and run the
foblowing Maven goal to bulld the application and deploy it to Open
Liberty:

prject/guide-1ast-itny

shell: nep

After you are done checking out the application, stop the Open Liberty
server by pressing CTRL+C In the shell session where you ran the
server. Alternatively, you can run the libertyistop goal from the finish

directory in another shell session:

CONEWIND

U UTFE Spacest XML & B



https://openliberty.io/guides/

Open Liberty Guides

Get Started Guides Docs Support

Guides S

The quickest way to learn all things Open Liberty, and beyond!

DEVELOP (37 guides) Developing your cloud-native application

Getting started
RESTlul service
Reactive service
Configuration
Fault tolerance
Observability
Security
Persistence

Client side

BUILD AND TEST (10 guides)

Build
Test

Containerize

DEPLOY (9 guides)
Kubernetes

Cloud deployment

Getting started

Getting started with Open Liberty

Learn how to develop a Java application on

Open Liberty with Maven and Docker

25 minutes

RESTful service

Creating a RESTful web service

Learn how to create a REST service with JAX-

RS, JSON:B, and Open Libarty.

Injecting dependencies into
microservices

Leam how to use Contexts and Dependency
Injection (CDI) to manage and Inject

l’(‘;)l"‘.:fl"‘l 24 INtO Microservices

15 minutes

Consuming RESTful services with
template Interfaces

Learn how 1o use MicroProfile Rest Client to

invoke RESTTul services over HTTP in a type-

Consuming a RESTful web service

Explore how to access a simple RESTful web
service and consume its resources in Java
using JSONB and JSON-#.

Documenting RESTful APIs

Explore how to document and filter RESTul
APts from code or static files by using
MicroProfile OpenaAP|


https://openliberty.io/guides/
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Summary:

* Twelve-factor applications = great start
e But... to thrive in the cloud, we need to look beyond the 12 factors

* No excuses!

* Lots of open-source tools and technologies available to help

e Action: Evaluate your own applications against these 15 factors and
consider what you could do to enable them to truly thrive in the

cloud

@gracejansen2?/



Useful Resources

* General:
* https://openliberty.io/blog/2019/09/05/12-factor-microprofile-kubernetes.html|
* https://www.cdta.org/sites/default/files/awards/beyond the 12-factor app pivotal.pdf
* https://developer.ibm.com/articles/creating-a-12-factor-application-with-open-liberty/

* Design, build, release, run:

* https://developer.ibm.com/devpractices/devops/patterns/make-continuous-delivery-easier-
with-tekton-dashboards/

* https://dzone.com/articles/deploying-microprofile-microservices-with-tekton

* Logging:
* https://developer.ibom.com/videos/use-json-logging-in-open-liberty/
* https://developer.ibm.com/videos/send-open-liberty-logs-to-elastic-stack/
* https://openliberty.io/blog/2021/02/10/ocp-log-forwarding.html

* https://community.ibm.com/community/user/communities/community-
home/librarydocuments/viewdocument?DocumentKey=65596910-8d01-48d2-a99e-
d94794d022af



https://openliberty.io/blog/2019/09/05/12-factor-microprofile-kubernetes.html
https://www.cdta.org/sites/default/files/awards/beyond_the_12-factor_app_pivotal.pdf
https://developer.ibm.com/articles/creating-a-12-factor-application-with-open-liberty/
https://developer.ibm.com/devpractices/devops/patterns/make-continuous-delivery-easier-with-tekton-dashboards/
https://dzone.com/articles/deploying-microprofile-microservices-with-tekton
https://developer.ibm.com/videos/use-json-logging-in-open-liberty/
https://developer.ibm.com/videos/send-open-liberty-logs-to-elastic-stack/
https://openliberty.io/blog/2021/02/10/ocp-log-forwarding.html
https://community.ibm.com/community/user/communities/community-home/librarydocuments/viewdocument?DocumentKey=65596910-8d01-48d2-a99e-d94794d022af

Useful Resources

¢ Stateless Processes:
* https://openliberty.io/guides/sessions.html

* Concurrency:

* https://developer.ibm.com/technologies/containers/tutorials/autoscale-
application-on-kubernetes-cluster/

 Authentication and Authorisation:
* https://openliberty.io/blog/2021/03/26/MP-JWT-1.2.html
* https://openliberty.io/blog/2020/09/04/securing-open-liberty-azure.html

* Open Liberty Tools:
* https://openliberty.io/blog/2021/04/21/admin-center-21004.html



https://openliberty.io/guides/sessions.html
https://developer.ibm.com/technologies/containers/tutorials/autoscale-application-on-kubernetes-cluster/
https://openliberty.io/blog/2021/03/26/MP-JWT-1.2.html
https://openliberty.io/blog/2020/09/04/securing-open-liberty-azure.html
https://openliberty.io/blog/2021/04/21/admin-center-21004.html

Connect with us

Linked m Jobs v Open Liberty Worldwide

-~

Open Liberty

IT Services and IT Consulting

Follow

About us

A lightweight open framework for building fast and efficient cloud-native Java microservices

Build cloud-native apps and microservices while running only what you need. Open Liberty is the most
flexible server runtime available to JavaTM developers in this solar system.

# Develop cloud-native Java microservices

Open Liberty is fast to start up with a low memory footprint and live reload for quick iteration. Simple
to add and remove features from the latest versions of MicroProfile and Jakarta EE. Zero migration lets
you focus on what's important, not the APIs changing under you

https://www.linkedin.com/company/openlibertyio/

openlibertyio

Join now Sign|

Similar pages

, Ml MicroProfile Edit profile

Software Development

ct Java Developer Zone openlibertyio

?. IT Services and IT Consulting

Ganahinagar, Gujarat Open Liberty n open source implementation of Eclipse MicroProfile, Jakarta EE,
and Java EE for developing fast cloud- ve microservices

Quarkusio

Software Developmant

Payara Services Ltd
R |7 Services and IT Consulting

Show more similar pages ~ openlibertyio
Vhi pen Liberty like? Have a go at deploying and packaging a RESTful

vice with Maven in this guide:

Browse jobs
Director Of Support jobs — Getting started with Open Liberty

Software Engineer jobs

597

Vice President Operations jobs

be openlibertyio
) \ pst 4 sles ( )i C es the ability for SQL

and includes several
significant bug fixes

https://twitter.com/OpenlLibertylO
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