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Starting Position

Regulatory pressure

Stagnating economy

Changes in customer
expectations

Brand differentiation

Digitization & modernization

Challenging market
environment
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Changes in Customer Expectations
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Sleeping Beauty

https://vignette.wikia.nocookie.net/grimmbilder/images/b/b5/Dornroeschen_Paul_Hey_Jahr_unbekannt.jpg/revision/latest?cb=20130516132113&path-prefix=de

Wake up..
..and transform
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A Two Speed IT with a Three Tier Approach

7

Former “Front-End”

Former “Back-End”C
o
m

m
o
n

B
u
s
in

e
s
s

L
o
g
ic

C
o
m

m
o
n

E
vo

lu
ti
o
n

S
ta

b
ili

ty
o
ve

r
F

le
xi

b
ili

ty

P
ro

d
u
c
t
C

e
n
tr

ic
it
y

Old Driver Logic

Former «One speed IT»

Modular Data & Funct.

Channels

Connection

Core

Logic

NEW «Two speed IT»

High Performance

7x24 Availability

Fast&Agil&Short lived

Customer Centric

Omni Channel

Reuse Existing

Revision Safety

Managed Evolution

Expose Data

New Driver

High Performance

7x24 Availability

Synthesis



Generali Switzerland

A Platform for Data, Services, and Processes

8

Channels

Connection

Core

Scenario 1: Direct Exposure

Services

Data
Customer
Processes

Channels

Connection

Core

Scenario 2: Data Replication

Services

Data
Customer
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Data

Data Trigger Data Trigger

High
impact

Medium
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Key Design Principles of the Platform
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• Strive for Fast Delivery (TTM)
• Capability Model Drives Governance
• Foster Enterprise Assets
• Flexible Structuring and Deployment

Agility &
Scalability

• Design for Public Cloud, run on-prem
• Declare and Automate everything
• Built-in Multi-Tenancy, Security and Compliance
• Foundation for Cloud-Native Solutions

Cloud &
Governance

• Enterprise Data & Event Backbone
• Provide CDC Streaming
• Democratized Stream Processing
• Low Footprint on Legacy

Data &
Events
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Technical
Architecture
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The high-level solution sketch is driven by four key technology
decisions
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Connection Platform (CoPa)

Kafka / Confluent

CDC
Attunity

Replicate

Integration
Model

Landing
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Service Layer
RedHat OpenShift

API Gateway

Shipping
Model

New Agent Workplace

CI/CD
OpenShift

RedHat OpenShift

Customer Portal

…

loT …

Core Systems

Compact Topics
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Infrastructure, Platform and Products
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Computing Resources

Middleware & Openshift

Product 1 Product 2 Product 3 …

API Gateway

Products

Logical Platform

Infrastructure

Access

Openshift

Provider
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Components
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Backup &
Restore

API Gateway -
Application

Service

GitOps

User
Management

Local Storage Gluster Storage Backup Storage
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SDN
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Computing Resources
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Infrastructure - Computing Resources

HyperVisor

Gluster
Node 1

SAN
Storage Area Network

WORKER NODES MASTER NODES

PHYSICAL NODES

Physical
Node 1

Physical
Node 2

Physical
Node 3

Physical
Node 4

Physical
Node 5

Physical
Node 6

GLUSTER NODES (Storage)

Gluster
Node 2

Gluster
Node 3

Accessed by Openshift
platform to associate storage

Backup Node

Infrastructure Node

CoPa LDAP

System Mgmt

Monitoring & Alerting

Physical
Node 7

Physical
Node 8
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Ingestion

Technical Capabilities for Ingestion, Processing and Delivery
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Delivery
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Streaming and
Connectors

File Transfer

Application and
Service Interface
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File Transfer

Application and
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Processing Platform

Stream
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Streaming and
Connectors

Platform Operation and Administration
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Design
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The Meta Model of all Integrations
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Contract
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Webapp

Chatbot

Reader

Customer Portal

Ingestion
Pre-

processing
Trans-

formation
Enterprise Model Preparation Consumption

Changer

Serving

A
Consolidated Event Stream (for reader API)

Source-driven ingestion of business objects

EA governance, central management

Consumer-driven, bounded context, low time-to-data
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CoPa Logical Layers
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Ingestion & Delivery

Process & Persistence

Servicing

Access

Client

SA AT

Res

Res
Res

CDC

Res

SP SP

Proxy GW Proxy GW

Connect

 Sources and targets are
served through ingestion &
delivery layer

 ‘External’ clients are served
through servicing layer
implementations (Resources)

 Servicing layer translates from
external to internal technical
identities

SP = Stream Processing
Res = Resource
GW = Gateway
CDC = Change Data Capture
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A Concrete Integration Solution for a Cloud CRM
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Integration and Application patterns

Patterns for the Kafka Cluster

20

C
o

P
a

Event-
driven

Business
Objects

Event
Sourcing

Event
Distribution

Event
Processing

Business Objects for data-
driven system-integration &
decoupling
aka near real-time business
object replication

Distribution
Use Kafka as plain old
messaging system:
publish/subscribe, queues,
data ingestion, IoT events,
data lake ingestion, etc…

Processing event streams in
near real-time, e.g. click
stream analysis for webapp,
GPS locations, sensor data,
etc…

Event Sourcing as
application pattern.
Incermentally store all
modifications to objects. Any
state in time is reproducible.
Great for auditability

Strong,
centralized
governance

Cleanup
Policy

compact

delete
(eventually)

delete
(eventually)

none

Complexity

high
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medium
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Challenges
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(adapted from Patrick Bönzli, spoud.io)

Maslow’s Pyramid of Enterprise Kafka.
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Central nervous system,
bridge to other departments or external
organizations, consolidated view of the world

Reliable content, added value, traceability,
lineage, data quality

Data Hub, single point of truth, ownership,
schema, data lifecycle

Non-functional requirements, access
control, encryption, auditability

Functional requirements, monitoring,
elasticity, product lifecycle
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Some Challenges of

Productive Runtime

 Storage
 Gluster filesystem without block storage

 Custom Deployment in Pre-Operator Era
 Anti-affinity groups
 Health check
 Kubernetes StatefulSet

 Complex Parameter Tuning
 Replication Factor
 Offset Retention
 Default Number of Partitions & Filehandles

 Compute and memory provisioning
 Stick to the suggested values
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Some Challenges of

Security and Governance
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ACL & SSL client auth
(Confluent >=5.3 now offers SASL/Kerberos)

• Certificate management is cumbersome
• Self-signed certs are frowned upon
• Zookeeper does not allow mutual SSL -> SASL
• KIP-500 aims to abandon zookeeper

Rest proxy, aka the man in the middle Needs copy of private key of client

Multi DC and disaster recovery For RPO=0 you need stretched cluster
(Confluent >5.2 has synchronous replicas)

Multi-tenant Kafka Streams Kafka Streams generates (a lot of) internal topics,
possible naming conflict
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Some Challenges of

Collaboration

25Titel Präsentation
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Webapp

Chatbot
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Changer

Serving

A
Consolidated Event Stream (for reader API)

Source-driven ingestion of business objects

EA governance, central management

Consumer-driven, bounded context,low time-to-data

 Structure, patterns, continuous enabling, reviews
 Promote self-service & ease of use
 AVRO and Schema Registry (Data Governance)
 Landing – Integration – Shipping
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Some Challenges of

Trust

 Tracability, lineage and topology
 Content-level encryption
 Who is responsible for integrations?
 Centralized responsibility vs. open platform  Anti-ESB pattern
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Hybrid Integration Platform

iPaaSPlatform ESB DIP

Cloud/SaaS Services

Modern Applications
Deployed On-Premises

Modern Applications
Deployed in the Cloud

Legacy Applications
Deployed On-Premises

Distributed Integration Platform
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Some Challenges of

Ecosystem

 No insights yet

 Level 3 achieved

 Level 4 in progress

 Level 5 is undiscovered territory
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Next Steps
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Multi DC
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Data Flow Extensions

http://www.flickr.com/photos/52066925@N00/274435382436 "Iowa City Sheraton" by anneheathen is licensed under CC BY-NC-ND 2.0

http://www.flickr.com/photos/72777311@N00/1637296555 "Flow" by ICK9S [M. H. Stephens] is licensed under CC BY-NC-SA 2.0

https://commons.wikimedia.org/w/index.php?curid=68935520 Conventional ETL Diagram.jpg" by Remyrosenbaum is licensed under CC BY-SA 4.0

https://www.flickr.com/photos/61689382@N08/7025794671 “EOS :)" by agullalee is licensed under CC BY 2.0
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Gitops
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Silver Linings in the Cloud
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Connection Platform (CoPa)

Kafka / Confluent

Integration
Model

Landing
Zone

Service Layer

API Gateway

CI / CD

Shipping
Model

https://www.flickr.com/photos/79490726@N05/753226032 by Mr.Lowe is licensed under CC BY-NC-SA 2.0

https://www.flickr.com/photos/79490726@N05/753226032
https://creativecommons.org/licenses/by-nc-sa/2.0
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Key Take Aways
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Learnings on ‘Fast Time to Market’

34

ENFORCE the learning curve

Get out of
your

comfort
zone

Only the REAL WORK LOAD
shows whether it breaks

If you are not embarrassed by your
FIRST VERSION, you shipped too late

SHARE with the community
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Learnings on ‘Apache Kafka’
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• Mind your Storage
Technology

• Don’t Under-
Provision Broker
and ZK

• Mind Offset
Retention

• Configure for
Durability

• Rolling Upgrade is
Cool

• Use Compact
Topics and a
Schema Registry

• Security Takes
Time

• Disaster Recovery
(Geo-Redundancy)
and Multi-DC
(Stretching) are
Hard
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Learnings on ‘OpenShift’
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• Mind your Storage
Technology

• The underlying
Infra matters

• Beware of Bundled
Monitoring &
Logging

• Enterprise Ready
Security

• Community

• Bring your Nodes
Down Often

• Don’t Over-
Provision

• Recent Acquisition
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Questions?
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https://commons.wikimedia.org/wiki/Category:Raised_hands_at_press_conferences#/media/File:President_Trump's_Trip_to_Vietnam_News_Conference_(32296565547).jpg

https://commons.wikimedia.org/wiki/Category:Raised_hands_at_press_conferences
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Thomas thomas.peter@generali.com

Abhishek abhishek.pande@generali.com

Yves ybr@ipt.ch

mailto:thomas.peter@generali.com
mailto:abhishek.pande@generali.com
mailto:ybr@ipt.ch



	Connection Platform (CoPa) at Generali - Microservices and Kafka on OpenShift�
	Agenda
	Slide Number  3
	Starting Position
	Changes in Customer Expectations
	Sleeping Beauty
	A Two Speed IT with a Three Tier Approach
	A Platform for Data, Services, and Processes
	Key Design Principles of the Platform
	Slide Number  10
	The high-level solution sketch is driven by four key technology decisions
	Infrastructure, Platform and Products
	Components
	Computing Resources
	Technical Capabilities for Ingestion, Processing and Delivery
	Slide Number  16
	The Meta Model of all Integrations
	CoPa Logical Layers
	A Concrete Integration Solution for a Cloud CRM
	Patterns for the Kafka Cluster
	Slide Number  21
	Maslow’s Pyramid of Enterprise Kafka.�
	Productive Runtime
	Security and Governance
	Collaboration
	Trust
	Ecosystem
	Slide Number  28
	Multi DC
	Data Flow Extensions
	Gitops
	Silver Linings in the Cloud
	Slide Number  33
	Learnings on ‘Fast Time to Market’
	Learnings on ‘Apache Kafka’
	Learnings on ‘OpenShift’
	Slide Number  37
	Slide Number  38
	Slide Number  39

