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US Data Breaches Statistics
First half of 2019

54% 3,800+ 3.2 billion
Increase were reported Just 8 of those
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Had Been Uploaded

PASSPORT

& owoo: [D CARD |

38,000 3,200
Driver’'s Licenses Passport Details
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Had Stolen "

+
g SN\’ 2 *
146.6 million 145.5 million 99 million 209,000
Names and Dates Social Security Address Payment Card Numbers
of Birth Numbers and Expiration Dates
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Data Protection Compliance 25. maj 2018 Databrud Persondata
Officer (DPO) "



The EU - U.S.
Privacy Shield

(F TrustArc
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Security is a Team Effort
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Best Practices
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Talk Roadmap

* Rest API Design / OAuth

« JWT (JSON Web Tokens)

* User Credentials Problem
* |dentity Management (IdM) )
* ldentity and Access Management (IAM)

+ How to have a successful ldentity Management Project
* |dentity as a Service (IDaaS)

e Architecture Level =

e Demo
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Bad APl Design

Resk API
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Is an open standard (RFC 751 9) that defines a
compact and self-contained way for securely
transmlttmg |nf0rmat|on between parties as a

JSON object.
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Header

eyJhbGciOiJIUzI1NilsInR5cCl6lkpXVCJ
9.eyJzdWIiOilxMjMONTY30DkwliwibmF
tZSl6lkpvaG4gRGOIliwiYWRtaW4iOnRy

dWV9

Claims
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JSON Web Signature
JWT + JWS




Signature Algorithms

JWS

JWS Algorithm Description

HS256 HMAC256 HMAC with SHA-256
"""""""""""" HS384 |  HMAC384 | HMAC withSHA-384
"""""""""""" HS512 | HMAG512 | HMAC with SHA-512
"""""""""""" RS256 |  RSA256 | RSASAA-PKCS1-v1.5 with SHA-256
"""""""""""" RS384 |  RSA394 | RSASAA-PKCS1-vi_5with SHA-384
"""""""""""" RS512 |  RSA512 | RSASAA-PKCS1-vi_5 with SHA-512
 Es256 | ECDSA256 | ECDSA with curve P-256 and SHA-256
 Ess4 | ECDSA384 | ECDSA with curve P-384 and SHA-384
~ Esst2 | ECDSA512 | ECDSA with curve P-512 and SHA-512
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Exploring JWT

eyJhbGci0iJIUzIINiIsInR5cCI6IkpXVCI9 Heoader

eyJqdGki01IIMWQANGFJMS1KY JMXLTRIM2It0TQwOS1IINJMwZWI 1Y ]
gzZGY1LCJ1c2VybmFtZSI6ImhlbnRlcjI1LCIZzY29wZXM10lsicmVw
bzpyZWFkIiw1Z21zdDp3cm10ZSJdLCIpc3M101IxXNDUyMzQzMzcyl1
wiZXhwIjoiMTQIMjMOOTM3MiJ9 Claivws

cS5KkPxtEJ9eonvsGvIBZFIamDnJA7gSz3HZBWv6S1Q Sirature
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Exploring JWT : +

:”73”’”"'*%3‘~~~ﬂb31 —~4c3b-9409-e630ebbb83df",
‘“1;ead" "glst wrlte"]

o "eXp": H1452349372"
}

HMACSHA256 ( .
base64UrlEncode(header) + "." +
base64Ur1Encode(payload),
secret

)
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Registered Claims
JWT

jti Unique identifier for the JWT
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What problems does JWT solve?

, o Authetlcatln fj
: * Authorization
* Federated Identlty
* Information Exchange
* Client-side Sessions (“stateless” sessions)

e Client-side Secrets
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Clienks API
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1. (POST) user/login with username credentials S \ 2. Creakes o IWT

wikth a secrek

Authentication ;}
Process

\ 8. Checle IWT sighature.,
| Gel user information
from IWT

Authorization |
Process |

| 4. Sends the IWT on the Authorization Header |

« &, Sends response o Ehe clienk
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— C | & Seguro | https://jwt.io W | &

x

> : J UU T Debugger Libraries Introduction Ask Get a T-shirt! Crafted by j ¢ AuthO

-

Debugger

ALGORITHM  H5256

Encoded Decoded

HEADER:
eyJnbGci01JIUzZITN1iIsInRScCI6IkpXVCJS. e dw
[i0OiIxMjMONTY30DkwIiwibmFtZSI6 th,aqnykua I {
| . "alg”: "HS256",
1IW1YWRtaW410nRydWVvo. “typ": "JINT" <
}
X
PAYLOAD:
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Learn everything you wanted

to know, but were afraid to
ask about JSON Web Tokens

authO.com/e-books/jwt-handbook

JWT HANDBOOK
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Improve API Design

F»’S

..

Client A

Resk API

L V.
J <&
< . o - P
iR .
.

@itrwyss



User Credentials Problem

Username : admin
Password : admin
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Single Sign On
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I Hmm what's that you want”
AN uppercase letter?

What's that now?
OK there Yyou Go, one A number? Very vell!
uppercase letler

Now wnat? A special g E
character? What's that? Password1Z3! is a'very
secure password

@itrwyss
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Sorry, but your password
must contain an uppercase

letter, a number, a
hieroglyph, a feather

from a hawk and
the blood of a

unicom.

)|l

v/ 07
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© passworo

MOUR NEW
PASSWORD

CHARLOTIE GONET | BORTFEED @itrwyss



WRONG
© passworo

YOUR NEW

PASSWORD
CANNOT BE YOUR
OLD PASSWORD
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What we can do to improve this process?
Making it easler and safer.
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ldentity Management (IdM)

Is an Umbrella term for all of the core logic around identity in a
corporate environment.

* Provisioning
* « Account management

* |dentity governance
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Provisioning

IdM consist  Attributes /
correspond ldentifiers
P ldentities .Lf,_: ————— - ~

Entities o | -

AN S S S . . . . —
A . T T e . ..
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Actor = User

Provisioning

Rank Customer

Svs&e&m
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Actor # User

Provisioning

Rank Customer

(company) Customer

Counker
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Actor # User

Provisioning

Rank Customer

X Banlk Qe&ep&mr
Cusktomer Service

@itrwyss



Provisioning
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Account Management
IdM

* Maintain those identities

 How safe those data”

* Encryption, which one and which keys? !
 What happens when an Entity erase their account?
 What happens when an Entity is longer inactive?

* Privacy Policy

@itrwyss



ldentity Governance
IdM

Assigning them to groups and roles, adjusting permissions as needed.
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Identity and Access Management (IAM)

X

s most often used to refer not just to identification, but to the whole suite
of practices that a corporation needs to manage their users and data:

e Authentication
o Authorization

* |dentity Federation

@itrwyss



Authorization
IAM

Ensuring the given user has the proper permissions to access a
certain piece of data.
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Identity Federation
IAM

* Ensuring users can use the same identification data to access resources
on related domains.

£l f © ~ ¢ =
& 0 ©
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Same-O0Origin Policy
IAM

Ask for login info, Uses codkieAlomaini,
authenticates user authenti user
+
domainl.com , Browser Cookie Storage domain2.com
A

e Reads do n1 cookie

&2

User

° Browses to
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ldentity Federation
IAM

* In some way, are methods of transferring data without violating the
same-origin policy.

-+

* This way, it domain X and Y are related, and their owners want users
to move freely between the two, they can simply triangulate around
an external authorization server.

@itrwyss



External Authorization Server

ldentity Federation

Identity
provider (IdP)
or security
tokerr service
(STS)

Consumer o
authenticates
and requests e Service trusts
token IdP or STS

4

STS returns token

Service

Consumer

Consumer presents
token to service
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Login Related Domains
e @ Either user logs in, or cookie is available

a Redirects to

Uses Token

to Authenticate

!

domainil.com

Sends token
and redirects to

Auth Sever (domain3.com) Uses Token

e Sends token and redirects $ o Stores Cookie Regirects to e m
Y

Stores domain1
Cookie

Browser Cookie Storage domain2.com

A

Stores domain2
Cookie

b4
a Browses to

e Browses to

User

to Authenticate
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Authentication
IAM

Ensurlng that a glven user |s the user they iIdentify as
. Slhgle Slgn -On (SSO) ,
"+ Multi-factor Authentication (MFA)

* Passwordless

* Federated Identity (Management)

@itrwyss



Federated Identity (Management)

Authentication

* Linking a person’s electronic identity and attributes, stored across multiple
distinct identity management systems.

-
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Social Federated ldentity
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Basecamp

O

Baidu

M

Amazon Web AOL Reader
Services
Bitbucket

A
X
AuthO
OpenlDConnect

docomo

Docomo
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Dropbox

Facebook

Dwolla

©

Fitbit

Evernote

o

Github

Exact

Goodreads

@itrwyss



Google

mii

miiCard

©

Instagram

ioé = ’bi

Generic OAuth?2
Provider

LinkedIn

PayPal

Microsoft
Account

Planning
Center
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RenRen

Qc

O/
The City

@

Salesforce

.

Twitter

s |

Shopify

vKontakte

SoundCloud
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WordPress Yahoo! Yammer Yandex

@itrwyss



Enterprise Federated Identity




Active
Directory

d\

IP Address
Authentication

S K

SharePoint
Apps

&

ADFS Azure Active
Directory
Native

LDAP Office 365
(Deprecated)
3
&
3
WS-Federation Azure Active

Directory

.

Google Apps

),

PingFederate
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| egal Federated Identity



z== bankID ", NeM 1D

Norwegian Sankib Danish NemID
BanklID Swedish
BankID
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Multi-Factor Authentication (MFA)

Authentication

Knowledge Possession Biometric
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Member Login

Username

Password +

Forgot Password?
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Member Login

Username

Password

Forgot Password?
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Member Login

Username

Password

Forgot Password?
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Multi-Factor Authentication (MFA)

Authentication

@

Multi-Factor
Authentication

VIFA
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Multi-Factor Authentication (MFA)

Authentication

User logs into an account An authentication code (OTP) is User enters the OTP as the
using their primary password sent to the user’s mobile phone secondary password and is granted
access to their online account

@itrwyss
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Biometrics
MFA

« Common methods are touch ID (fingerpriht), facial recognition.
* \We can have other ones: |

* Iris or retina recognition '

* \Voice recognition (Twilio)

* [yping recognition

» DNA usage

@itrwyss



Biometrics
MFA

« Common methods are touch ID (fingerpriht), facial recognition.

* \We can have other ones: |
* Iris or retina recognition
* \Voice recognition (Twilio)

* [yping recognition

» DNA usage
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Passwordless

Authentication

* [t means authenticating a user by means other than having them
type In a password

+

 Can also evaluate user and device contexts to provide
authentication methods.

@itrwyss



Passwordless ’
Authentication -

User with
Credentials ‘

Yes NoO

| ya— Yes
2% Grant Access [€ Yes - S No - Deny
Access
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Touch ID

Passwordless
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SMS Code

Passwordless

: 1. Enter code 123456 : :

2. Call Passwordless AP

-
—

3. Authenticated
° » NN
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Magic Link

Passwordless

1. Request email address

Mandrill

Amazon SES
SendGrid

2. Enter john@gmail.com
. » .
3. Call Passwordless AP| ! 4. Send email to john@example.org

- > - 3 -
- -

5. Emall: “Click here to sign in*

- " v - - -
- - -

@itrwyss



*slack



¥ slack

Hello!

You asked us to send you a magic link
for quickly signing in to
raywenderlich.com, using the app.
Your wish is our command!

Sign in to Slack

You may copy/paste this link into your browser
https.//app.slack.com/t/raywenderlich/login/z-
app-2702402525-227951624851-ZuEuoyDoA8?
s=slack&x=x-207503661156-229118386967

Note: Your magic link will expire in 24
hours, and can only be used one time.

See you soon!

Cheers,
The team at Slack

@itrwyss



How to ha\(e a successful
“ldentity Management Project




Common Oversights and Pitfalls

* |dentify requirements for the entire identity management lifecycle,
not just logging In

* Plan for identity failure and change, so you are ready for such
events

* Address security and compliance requirements

@itrwyss
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3. Username unigueness
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5. Should Multi-Factor Authentication

?

When

<

-
}Q .

be useél and If so

=

@itrwyss



L Ol

(0 0 ¢ EEE—




’
‘L
P
S
C

oy
S,

\ . ‘\




.

@itrwyss










. J..\,
h L & ‘A.h.u)

' ~ on,r 4 l...cc
P > AN
./ - " » _ - -

‘ i
SR N,

o B L™







s o | ) e

/:

“
=
:

N\

\/ /M

A\
y V

»
~

3
\

vv

SECURITY REGULATED PORT

-
. "'
; e -
)
. ’ .. ©
"," - " =
p- / > . J‘
« » "~
., . ok < »
R - - )
3

SOOO OO AR

titi!

JOSOS0: 1S

w— —
— .
« Tes
3 N
e
- 'l
o

oo
(&

oaas. &
s LSO A

NO UNAUTHORISED ACCESS

%
Y, & A

0%

5!
\
N\

PR

\/\
SESG Y
S gl

OO Nt

-~

/@nln/! ll/,o\mlwv /a‘,v
/AN | A NN

A S

SO )

.m\evwvwwwv
A 4 . s .\\ ..- | -‘

Under the
Maritime Transport and Offshore Facilities Security Act (2003)

5 4\
\ " .
. ] A 74 )
SN\ .\ . N
NG Nz |
VAN /o ¢
D

31.W . 8

VENEYVEM TS ..,.sdsl.\h T PR RIAD Tre S TAS A a8 2>

Ao il 9l g h SR MY 4 ‘¥
AL Mo B o A L T IRV S
! L L ! X

- o

HIGH VISIBILITY

’

VESTS and SAFETY SHOES

HARD HATS



prnaly Detectio

“{~




14. Anomaly Detection

* A particular user having a large number of failed logins.

* A user logging in from two widely separated geographlc locations
within a short amount of time.

* Users whose credentials have been compromised and published on
the internet in databases of hacked passwords, such as Troy Hunt’s
have | Been Pwned.
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Identity as a Service
IDaaS
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ldentity as a Service
IDaaS

 Comprises cloud-based solutions for IdM and |IAM functions.

-

* Also means collecting inteiligence to better understand, monitor,
and improve their behaviors.
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Popular Clouds

IDaaS

@ ORACLE ’ Firebase

IDENTITY MANAGEMENT Authentication

I irectory

o "pge.e;; (=] Q AuthO
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Other Popular

IDaaS

O iKEYCLOAK

okta Ws@,




Other Providers
IDaaS

Meln ) O
P 2 The world identifies with us. -
| 0 digitalPersona.

RSA

Log

SecurlD®

OnelOg N G Centrify
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Other Providers
IDaaS

INTERMEDIA ApplD

ENTERPRISE

@SailPoint -

The Power of Identity

\
"4

ForgeRock Identity Platform™ - - /
ldentity Management MINi range
Based on the OpenIDM Project
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Architecture Level
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Developing Rest APlIs

" Authentication

Client Amps

Mownolito, Microservicio
Serverless

Resk API
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Microservicios

Microservices

<:> Service
AP . Service
Gateway

Client <:> Service
<:> Service

Static Service

Identity

Provider
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Serverless

Compute as back end

The client can, in a lot of ..
cases, communicate with The API| Gateway creates a RESTful interface and

services directly rather hides Lambda functions and other services behind
than relaying through the it. Lambda functions can carry out custom tasks
API Gateway. and communicate with other services.

Figure 2: The front end can communicate with services directly and invoke Lambda functions through the APl Gateway
(Sbarski, Serverless Architectures on AWS, 2016). )
@itrwyss
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https://qithub.com/itriwyss/ModernldM/

https://www.facebook.com/itrjwyss
| @itrjwyss



https://github.com/itrjwyss/ModernIdM/
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