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About me or us...

us
e Found 2016 / Spin off by ETH Ziirich / DeepTech Startup
* People — see picture and in the room
ME

* For - like - everin IT

* Worked for Microsoft, Google,
Deutsche Telekom...

* MSc IT & MSc Physics




Agenda

* Intro, some stats, and motivation

 Some theory refresher (semantic vs syntax, ML vs Symbolic Al, representing code
in graphs)

* Textual processing —the very basic tools and ML
* Linters and AST

* Event Graphs and Symbolic Al -> Demo

e Dos and Don'ts — how to build your tool stack

* Outlook — what to expect more

e Call to action
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Motivator
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Just to state the obvious...

Clsu Consortium for IT Software Quality | 1he Cost of Poor Software Quality in the US: A 2018 Report

In summary, the cost of poor quality software in the US in 2018 is approximately
$2.84 trillion, the main components of which are seen in the following graph. If
we remove the future cost of technical debt, the total becomes $2.26 trillion. For

cimnlificatinn  the varinne cnct catannriec are af thic time acenmad to e rotnalls

37.46%

Losses from

SW failures

21.42%
Legacy system
problems

6.01%  Troubled/

cancelled
projects
16.87%
Finding/fixing
defects

GDP USA
GDP Germany
GDP Switzerland

Damage due to Poor SW
Quality in the US/’18

USS 19,390,000,000,000
US$S 3,677,000,000,000
USS 678,900,000,000
USS$ 2,840,000,000,000

This Photo by Unknown Author is licensed under CC BY-SA
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https://worldbuilding.stackexchange.com/questions/56204/stunting-technological-growth-after-world-war-ii
https://creativecommons.org/licenses/by-sa/3.0/

This Photo by Unknown Author is licensed under CC BY-NC e |

Software Quality — What is it?

The ISO/IEC Standard 25010:2011

" QUALITY |

INN

Functional Performance - o o T . o o
SuiElay Compatibility Usability Reliability Maintainability

Portability

eFunctional *Time Behavior eCoexistance e Appropriateness *Maturity e Confidentiality eModularity e Adaptability
Completeness eResource Use eInteroperability Recognizability « Availability eIntegrity eReusability eInstallability
eFunctional eCapacity sLearnability eFault Tolerance eNonrepudiation *Analyzability Replaceability
Correctness *User-error eRecoverability e Accountability » Modifiability
*Functional Protection e Authenticity e Testability

Appropriateness eUser-interface

Aesthetics
eAccessiblity
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https://www.flickr.com/photos/jstephenconn/2877830312
https://creativecommons.org/licenses/by-nc/3.0/

Code Quality Best Practices

Revision Control

Relative Cost of a Bug
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Activity
Static Program Analysis: Instrumentation /
Analysing software without actually running it. Monitoring

Git, svn, mercurial

Unit/integration/Ul/
penetration tests

Pull requests,
Phabricator, Gerrit

OUR FOCUS TODAY

Java.lang.instrument,
sqreen
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Use of Static Program Analysis

Cobertura - 8%
Emma - 6%

JDepend l 3%

Coverity I 2%

over [JI =
36% said NONE

Source: Snyk “JVM Ecosystem Report - 2018"

Do you use static security tools in your testing?

28%

@ Do notuseasecurity tool

() Do use asecurity tool

12%
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Today’s Limitations

Performance

Inter-procedural or inter-file is
extremely resource intense

Quality
Recall versus Precision, types of bugs

Polyglot

Mix of languages, tools need to adapt

Linear Scaling of Rules

Handcrafting rules by experts scales
linearly at best

Expressiveness

Found issues need to be explanatory
and actionable

APl Use

Ever changing libraries (if they would be
annotated © )
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Refreshers
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Theory Refresher — Part 1: Semantic, Syntax

What is a valid program? Syntax and
Semantic

public class testmain{

static Double p(Double x) { return x+x+x; }

Syntax: Correct in the sense of the

public static void main(String args[]) { grammar

if(p(0.1) == 0.3)

System.out.println("Same");
else
System.out.println("Not the same");

Semantic: Reflects the meaning

Typical Semantic Issues in Java:

Implicit Type Conversion, Precision,
Operator Overloading
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Theory Refresher — Part 2: Code in Graphs

class X {
public void main() {
Map<String, File> map = new HashMap<>();

a=10; map.put("key", someApi.getFile());
b=20 Lo String name = map.get("key").getName();
c=0; a=10 }
d=0; b=20 }
L1: c=0
if(a>5){ | d=0
if{b>10}ﬁ L,
. Efg+b ) 1 a>5 n:10, 12, id:9
Whlle (k<7) { d_=a'+b: / L2 ; MethodDeplaration
foo(k); a=0; / b>10 main
goto L1; N
k++; } L3 ., N
} else{ \ c=a;b L4
a=1; | €= - ¥
[ k ] [ 7 ] [ foo ] [ k ] goto L1; d=a+b s 032, 14, id:23 045, 15, id:37 n:46, 15, id:42
} | a= 0 MethodCallExpr MethodCallExpr MethodCallExpr
} LS getName
else{ intf :
printf(*%d\n".c);  printHc)
}
n:36, 14, id:35 n:35, 14, id:34 n:30, 1:3, id:32 n:49, 1.5, id:46
MethodCallExpr StringLiteralExpr ObjectCreationExpr StringLiteralExpr
key HashMap key
Abstract Syntax Tree Control Flow Graph

n:37, 14, id:41
NameExpr
someApi

Event Graph

Graphs serve as intermediate representations that expose different aspects (flow-sensitive, context-sensitive, path-sensitive)
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Theory Refresher — Part 3: Symbolic vs Sub-symbolic Al

Symbolic Sub-Symbolic

Is the thing ingested
a n0?

no,
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Theory Refresher — Part 3: Symbolic vs Sub-symbolic Al

Symbolic Al Subsymbolic Al

Explicit symbolic programming Bayesian learning
Inference, search algorithms Deep learning
Al programming languages Connectionism
Rules, Ontologies, Plans, Goals Neural Nets/Backprop
LDA, SVM, HMM, PMF, alphabet soup...
Introspection more useful for coding More robust against noise
Easier to debug Better performance
Easier to explain Less knowledge upfront
Easier to control Easier to scale up
Not so Big Data Big Data
More useful for explaining people’s thought More useful for connecting to neuroscience
Better for abstract problems Better for perceptual problems

DEERSODE



< C A Notsecure | visualdataweb.de/webvowl/#file=CodeOntology.ow!
Ontology WebyowL
1.1,
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. > 1/ \L
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@
@
®
D
p—
e e— .

4 =oOntology < Export ¥ Filter

£ Options  ¥r Modes ¢ Reset Il Pause @ About

http://www.visualdataweb.de/webvowl/

An ontology describes a structure for a body of knowledge. With the structure and similarities
between ontologies, you can generalize knowledge.
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Static Program Analysis
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Spectrum of Static Analysis Techniques
Quality:
Precision
Recall

Performance:
Time
Memory

—

“shallow”

“deep”
analyses

analyses

G
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Textual processing — the very basic tools and ML

= ——— " Treats Source Code as Text

"”""""‘“’ WWMW e Simple APl misuse, deprecated APlIs

— :O‘. == * Leaked Secrets, Authentication Tokens

o= pirinee Examples

6 e Simplest grep

* Microsoft Application Inspector

“shallow” “deep”
analyses

analyses
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Linters and AST

Constructs Abstract Syntax Tree and runs Rule Sets

 Style violations

* Local Bug Patterns

* Mostly Language dependent

Examples

* PMD

* eslint
“shallow” “deep”
analyses analyses

-
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Linters and AST

 Aveb @ 3 Satar 5,228 =
a Java - PMDPluginjava - EClpse Platiom [FI=1+)
Ble Ede  Refactor Ban_ Codes d -
S B g @] 48 e Rovs e Bie]
12 Package Explorer 1% njova 20 =0
= = ROy e e —
| oy import java.util.MissingResourceException;|] S —
i " g r——
W) % Rardicua]
Giperson-facade wpublic class PHOPlugin extends AbstracturPlugin { P
b pmd [cvs.sourceforge.nat] //The shared instance. o
+ g >pmd-ecipse <PMD> [ovesoucelorl 8 private static FMPlugin plugin; = iava.util Aesourf
B 3 e
= it @ private RescurceBindle rescurcendle; U iatpes cor)
= @i net sourceforge pmd.achpse public static final String PLUGIN_ID = *net.sourcefor] o -
ot - org.eciipse jdtd

b &l PMDResolutionGeneratorava

b @

b @ net sourceforge pmd.acipsa.builc
b @ net sourcsforge pmd.ecipse.decq

)

v public PMoPLugin() {
super();
Prostn o thisy

11 (Asca kel

I

- org.echipse it

B
+ miPlug-n Dependencies " problems 21 Synchvanze Tasks| Console Search ~ =0
+ BURE Systom Ubrary U2sdk.6.2_03] | | 21 eors, O warings, 0 fos (kes matehed 21 of 858 kerms)
b eydocs Description. Resource [In Folde [Location
» yicons ‘g ine 17
i a 1
» comeTane ° e 19
@ build properties 1.4 (ASCH k) o lugr i
Bpluginammi 1.3 (ASCH k) o
(470000 1.4 (ASCH K} °
tosthc fochas a
I & o £l

“shallow”
analyses

UseEqualsToCompareStrings” Rule

com == "“end”

. *end”.equals(com))

. eep”
analyses
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Linters and AST

3l “UseEqualsToCompareStrings” Rule

= void equalsignoreCase(String x, String y)
Return x.toLowerCase() == y.toLowerCase();

“shallow” deep”
analyses analyses

-
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Linters and AST -Medium

Constructs Abstract Syntax Tree and runs Rule Sets

* Abstract Syntax Tree
Symbol Table

Resolve Names

* Type Propagation

Dataflow Analysis
Examples

* Error Prone ‘deep”
“shallow” deep

analyses analyses

4= =
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Linters and AST - Medium -

 App @ 3 Satar 5,228 =
a Java - PMDPluginjava - EClpse Platiom [FI=1+)
Ble Ede  Refactor Search e -
|G B 0 Qur i im0 | @G |80 | @8 40 maucn Bacvs rpe. [Rie)
12 Packege Explorer &5 S a -

E—

Gipersonacade
b dpmd (s sourceforgenet)
= 3 >pmd-eclipse <PMD> [cvs sourcefor|
= it
= net sourceforge pmd acipse
v
» @ PUDResokeionGeneraterava
b net sourceforge pmd acipse.buid
b dinet sourceforge pmd acipse decq
> &

package net.sourcefarge.pnd. eclipse;
B »import java.util.MissingResourceException;|]

dyeol]
vpublic class FOPlugin extends AbstractuPlugin {
//The sharad ca.

)

v public PMoPLugin() {
super();

Prostn o thisy

reedindle rescurceBundle;
public static final String PLUGTN_ID = *net.sourcator

11 (Asca kel

I

- java.utlAasour |

- orgecipse.cory
- orgechpse.cort
- orgaecipse .|
+ orgecipsejdt|

b mPlugin Dependencies
b BRE Systom Library (i2sdk1 4.2.03]
b Gydocs

«
" problems 21 Synchvanze Tasks| Console Search

21 errors, 0 warnings, 0 o (Fker matched 21 of 836 kerns)
Description Rasource [In Fold Jrocati

ton

b Gyicons g
@l

b CHMETAING
(i build properties 1.4 (ASCH )

g
1
1

pluginami 1.3 (AsCH -kkv)
[ATO000 1.4 (ASCH k)
itest bhc fachas

co0cc0mo
£

“shallow”
analyses

“NullTernary” Rule

int x = flag ? foo : null;

. eep”
analyses
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Linters and AST - Medium

IF S <) St var 5,222 =
= Java - PHDPlugin java - Eclipse Platform [FIST+)
Ble Ede i Search | Ban d
| |9 0nier iy L E G @] S e Rovs e Be]

e pery
import java.util.MissingResourceException;(]
g iy
W pereen (ecade vpublic class FOPlugin extends AbstractuPlugin { e
b i3pmd (cvs.sourcaforgeinat] //the sharad instance. o
'« 4 >pmd-eclipse <PMD> [cvs.sourcefor| |® private static PMEPlugin pluging - favautil Aasour
B seires bl < gl
 hsre @ | private Resourcemundle rescurceBundle; 7 5
= ginet sourceforge pmdacipse public static final String PLUGIN_ID = *net.sourcefor] oiedoecog
ey % “ orgacipse.jdt
> dPMDResoksionGenerstoriave | | > public Poplugin() ¢ Wi
b @ net sourcsforge pmd.aciipse.builc| super();
b it acincatarpepamed ackond ducd s
»
11 (ASCE Kev] &L M T
b maPlug-in Dependencies [ problems 2 Synchvonize| Tasks| Console| Search Xd o~
b WAJRE System Library [j2sdk1.4.2_03] 21 0 war infos (Fiter matched 21 of 856 items)
» Gadocs Dascription Resource [ Fold Toemston,
b Eyicons = o line 17
Bl o 18
» avenne o e s
{2 build.properties 1.4 (ASCH kkv) o lugr i
B pluginami 1.3 (ASCH -kkv) o
RiToo0ne 14 Weci ) o
Witest-bic-fachas. e
= o i
i it [wrtoble | smart msent | 2:32 a

“shallow”
analyses

*"NullTernar

Integer y = null;
int x = flag ? foo : y;

. eep”
analyses
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Linters and AST - Medium

a 3 i) satwar 38,2228 =
= IS PMDPIuginjove - Ecpse Platiorm Gog
s e sous | Search_eriect B o

¥ B8 | #9446,

S
R T, A NSO ON DAL ST
import java.utal.MissingResourceBxception; (]

)
W pereen (ecade vpublic class FOPlugin extends AbstractuPlugin { e
b i3pmd (cvs.sourcaforgeinat] //the sharad instance. o
o i >pmd-acipse <PMD> [ovs.sowcefor] |® | Private static Poelugin plugin; “ javautil Aesour
VrPesourcs bundle. - orgcipse.cort
- dpure @ private RescurceBindle rescurcendle; b gl
= @i net sourceforge pmd.achpse public static final String PLUGIN_ID = *net.sourcefor] o
ey - org.eciipse jdtd
b el
b &) PMDResoltionGeneratorjava. v public Pmoplugin() {
b net sourceforge pmd acipse.buid super();
b dinet sourceforge pmd acipse decq s
v
11 (ASCH -Kev) e . I
+ miPlug-n Dependencies [ problems 33 synchvonsze| Tasks| Consoe search) =0
b BRE Systom Ubrary 250k1.6.2.03) | | 2L ertrs,  wainings, O efas (Fiker matched 21 of 856 kerms)
b Gydocs Description Resource [in Folds [Location
b Eyicons e line 17
el e 1
5 eyETANE ° e 19
(i build properties 1.4 (ASCH ) o ugie ,
Bpluginamd 1.3 (AscH-kkv) °
(370001 1.4 (Asc-kkv) °
@itest-bic fachas °
= ° uge
i |wrable [ smatmset [2:32 | a

“shallow”
analyses

“NullTernary” Rule

Integer y = someAPIFnWithNull();
int x = flag ? foo : y;

. eep”
analyses
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Intermediate Representations

G oo (3 Offl Cdo NI a5, 2228 «
& ke <EMDFIGnjava Eclpss Eatiom. Gou

Constructs Abstract Syntax Tree and runs Rule Sets

* Interprocedural (generate context for each procedure)
Examples

e fhinfer

“shallow”
analyses

4um mEmn

“deep”
analyses
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Infer Example

». public void feedItemSelected(String feedId) {
. FeedObject feedObject = DDGApplication.getDB().selectFeedByld(feedId};
7. feedItemSelecfed(feedObject);

public FeedPbject selectFeedById(StNng id){
4. FeedObject pput = null;
185, Cursor c =fnull;
6. try {
¢ = thig.db.query(FEED TABLE, null, " id=?\, new String[]{id}, null, null, null};
if (c.pgoveToFirst()) {
out =f getFeedObject(c);
}
1} finglly {
if(ct=null) { . public void feedItemSelected(FeedObject feedObject) {

c-close();

DDGControlVar.currentFeedObject = feedDbject;
} 249 DDGControlVar .mDuckDuckGoContainer.sessionType = SESSIONTYPE.SESSION FEED;

i return out;
7. } 845 String url = feedObject.getUrl();

.CODE



Towards Verification — Using Annotations

static void log(Object x) {
System.out.printIn(x.toString());

) * Uber’s NullAway

(Data Flow Analysis / Checker Framework)
static void foo() {

log(null);
}

static void log(@NotNull Object x) {
System.out.printIn(x.toString());

}

static void foo() {
log(null);

\ -> Annotations unlock the Semantic

-> Annotations are expensive ® DEEPSLODE



Overview Offerings

e Sonarqube

* Coverty

Cobertura

Snyk (Security)

Checkmarx (Security)
Intelli)
DiffBlue

Findbugs

PMD

Checkstyle

Infer

NullAway

Semmle

EMMA (Code coverage)

DEEPSODE



How do these tools work? Constraint Based Analysis

* Build an intermediate representation
(e.g., a graph)

e Use logic programing to build knowledge
about the graph

e Use constraints (,,rules”) on the
knowledge (e.g. types need to match)

* See:
https://wiki.ifs.hsr.ch/SemProgAnTr/files/
ConstraintBasedAnalysis.pdf

DEEPSODE


https://wiki.ifs.hsr.ch/SemProgAnTr/files/ConstraintBasedAnalysis.pdf

Today’s Limitations

Performance

Inter-procedural or inter-file is
extremely resource intense

Quality
Recall versus Precision, types of bugs

Polyglot

Mix of languages, tools need to adapt

Linear Scaling of Rules

Handcrafting rules by experts scales
linearly at best

Expressiveness

Found issues need to be explanatory
and actionable

APl Use

Ever changing libraries (if they would be
annotated © )

DEERSODE



DeepCode’s Approach

Performance

Inter-procedural or inter-file is Inhouse build constraint
extremely resource intense

solver using Datalog
Advanced Data Structures

DEEPSODE



DeepCode’s Approach

ng of Rules
Semi-Supervised Learning P s

using Big Code st
Quality

Recall versus

essS

»s need to be explanatory
nable

APl Use

Polyglot
Ever changing libraries (if they would be

Mix of languages, tools need to adapt
BUag P annotated © )

DEEPSODE



DeepCode’s Approach

Ontologies Expressiveness

Found issues need to be explanatory
and actionable

DEEPSODE



[-)
Event Graphs and Symbolic Al and Ontologies

BIG CODE PARSE TREES SEMANTIC FACTS Al KNOWLEDGE BASE ~ DEER.SODE SERVICES

(SHARED SEMANTIC INTERMEDIATE REPRESENTATION)

<--—» Al CODE REVIEW

L
® o <—-»  AIQA AUDIT
— l e o0
— [ I W [ SERERRE 4
= . 00
— Ok @ ¢ a0
) A python Java  ees dy b gl : R
S »
E D
STEP 1: STEP 2: STEP 3:
PARSING SOLVERS ML ALGORITHMS
(DECLARATIVE STATIC ANALYSIS)
This is the only language specific part of Our custom |language-independent Our custorn Semantic Facts representa-
our platform and enables us to add linear-complexity Datalog solvers allow tions allows us to run powerful ML algo-
support for any/custom language in a us to analyze huge repositories in a rithms to understand the structure,
matter of weeks. matter of seconds. function, and intent of the code.
“shallow” “deep”
analyses analyses

h———*
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Demo

 OWASP/Benchmark (https://github.com/OWASP/Benchmark)
e JFX (https://github.com/openjdk/jfx)
e JDK14 (https://github.com/openjdk/jdk14)

DEERSODE
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Dos and Don'ts — how to build your tool stack

e Success measure should be: Bug fixed not issues identified

 Shift left is good — but too much left hurts*

e Tools can break the development process (compiler errors)
e But developers are more likely to fix bugs when presented early

* The sieve gets finer to the right
* Apply Cheese Slice Model

* Integration into development process and developer workflow is key*
* IDE (Style+Tool Integration)
* Compiler
* Continuous Integration

* Use tools on legacy code bases
* Revisit legacy code (like 6 months, update libraries, run Cl, maybe CD)

DEERSODE

* According to Google © https://cacm.acm.org/magazines/2018/4/226371-lessons-from-building-static-analysis-tools-at-google/fulltext



https://cacm.acm.org/magazines/2018/4/226371-lessons-from-building-static-analysis-tools-at-google/fulltext

Outlook — what to expect more

()

It seems you want to
develop 3D First
Person Shooter for
Arduino. Shall | help
you with that?

DEEPSODE



Outlook — what to expect more

* Generalization drives Polyglot

* DevOps

Helpful

* Semantic: Reasoning of likely meaning/intention
* Expressiveness:

e Explain the reasons

* Find alternatives to current construction

“

) . ) ’It looks like you are bashing furiously on
* Find examples for unit tests, generate unit tests x;w,mmw.ﬂmmmn
* Rules scale exponential by using ML © Yes
kﬁ Die in & fire, Mr Clippy

7

Combination of Static and Dynamic N
Combination of Static and Dynamic and Runtime @ﬂ
-—

DEEPSODE



Call to Action

* |f you use Static Program Analysis...
* Bravo!
* Revisit your toolstack and optimize

* If you are not using Static Program Analysis...
* Itis ok, you are amongst friends
* Look into your projects, try some tools and see what fits you the most
* Intelli) is a good start

Give us a try © -> deepcode.ai <-

DEERSODE



Thank you...
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